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Ahout the Product

The MOFI5500-5GXeLTE SIM Version is a high-performancewireless broadband Router with4G/LTE/5G* support.

Comes with different configuration options (with a CAT7 EM7411, CAT7 EM7411 Dual, CAT20 EM7690 and CAT20
EM9191 4G/LTE/5G option as well as a model that has no module for the Cable/Satellite/DSL customers including Starlink).
You will need a compatible cellular plan from your provider and then can put the sim card in the router (with the module
version) to get internet access.

4-Port Wireless-N/AC Broadband Router to Share Wireless Internet Connection with more users.
MOFI5500-5GXeLTEintegrates router functions so that Internet can be accessed through WIFI connection simultaneously.
MOFI5500-5GXELTE router function provides an excellent solution for sharing a wireless Internet connection and files such

as High Definition (HD) video, music, photos and documents with the wireless speed up to 1000Mbps.

Advanced Wireless Security

TheMOFI5500-5GXeLTE creates a secure Wi-Fi® network by supporting the latest wireless security features to prevent
unauthorized access. It supports for 64/128-bit WEP, WPA, WPA2 and WPA3 to ensure that you will be able to secure your
Wi-Fi network, regardless of your client devices.In addition, the 4G/LTE/5G* Mobile Router utilizes dual active firewalls (SP!

and NAT) to prevent potential attacks from across the Internet.

> Wide Wireless Coverage
The product integrates 4x4 (4 transmit and 4 receive) 5dBi antennas. This MIMO technology overlay the signals of

multiple radios, which successfully reduce “dead sports”, increase throughput and increase wireless coverage range.

» Easy toinstall and Use
By connecting a USB modem into USB port of MOF15500-5GXeLTE, Internet access can be accessed and shared
virtually anywhere within a wire or wireless broadband network. The USB port can also be used to for cell phone

tethering to share the internet off your cell phone.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Features

High performance mission critical solution for your 4G/LTE/5G* solution.
Support (4G/LTE/5G*) USB modem connection - to offer a network connection with full mobility

Latest Cellular Embedded Modem that allows the fastest and most stable connection possible

YV V V V

Units has build in amplifiers that boost the WiFi with a strong yet clean signal that will allow to use the router as far
as possible ever using the 5GHz WiFi Bands where other lower performance router cannot reach this range.
Support WAN Port and 4-Port 10/100/1000M (Full Gigabit Supporot)

»  Support for 64/128-bit WEP, WPA, and WPA2 and the new WPA3 - ensure secure WiFi network, and prevent

A\

unauthorized access

» Detachable Antennas - allows flexible gain performance antennas for both the cellular and wifi connection and
offers the ability to use outdoor external antennas

»  Auto Fail Over (Can have a cellular andCable/DSL/Satellite connection, if the Cable/DSL/Satellite connection is
lost, the cellularconnectionwill take over and as soon as the connection is established again, it will revert back to
the Cable/DSL/Satellite connection.

» Many more features are included in the router which you can find at www.mofinetwork.com for help and videos.

You can visit our youtube channel for videos https://www.youtube.com/c/Mofinetwork/videos

» You can also send us an email anytime to: support@mofinetwork.com
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Requirements

> Your computer must meet the following minimum requirements.

> Any internet browser to surf the internet

> Ethernet network adapter or wifi network adaptor

> The MOFI router will work with basically any operating system and devices.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Device Design - Front Panel

Ultrs Wide Band

4G / LTE / LTE2

LED Behavior | Description
Power/Boot Status Blink/Solid | Blink when booting, Solid when competed boot.
On Internet using the SIM Card
Internet
Off No Internet access
BLINKING | Using the WAN Internet
On Wireless is enabled (will blink to show the wireless traffic)
Wi-Fi Off Wireless is disabled
Blinking Normal Use
Very Fast | Unitis in recovery mode
On Connected to a Cable/DSL/Satellite
WAN
Off No Modem connection
On Connected to an Active Ethernet Device
Ethernet 1-4 Off No Ethernet Connection
Blinking Transmitting/Receiving Data
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FRONT VIEW

Label Description

Ethernet Port 1-4 Connecting with computers/devices using an Ethernet cable

WAN Connect to a modem Cable/DSL/Satellite using an Ethernet cable
Press for 10 seconds to reset to the Factory Default.

Reset

Power Jack Use 12V 3.5A Power Adapter

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Getting Marted

Plan your Network

You may need to check some

Re mOVG/Dlsab|e setting or disable some
CO nﬂ |CtS application before installation.

Connect the modem,

Setu p the ROUter computer, and power adaptor

to the router.

Open a browser to access the

Con neCt tO the Web User Interface and then use
Setup Wizard to connect to the
| nte m et Internet.

l

Ready to Use
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Plan Your Network

1. Using a 4G/LTE/5G* USB Modem Stick

~

PDA Connect via Wreless

Eth2
Ethl Etha Eth3 Eth4
3G/4G/LTE USB Modem/Hotspot

2
l e
| Y L]

_ L &

—— ~ o

2. Using a DSL/Cable modem (If your DSL/Cable modem is both a router and a modem, contact us.

-~

roa Canrect via Wireless

Fhone
WAN Port —)|
Porwer Adspater
-,
V £ 1 Et2 Eth3 Ethd
ADSL fCable Modem .

Jl = I.
— = b7,

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Remove or Disable Contlicts

To make sure the router installation moves on smoothly, you need to remove or disable conflicts that may interfere the

installation. Probable conflicts may include:

Internet sharing applications
e  Proxy software

e Security software

e  TCP/IP settings

e |Internet properties

e  Temporary Internet files

Internet Sharing, Proxy, and Security Applications
Internet sharing, proxy software, and firewall applications may interfere with the router installation. These should be removed

or disabled before start the installation.

If you have any of the following or similar applications installed on your computer, remove or disable them according to the

manufacturer’s instructions.

Internet Sharing Applications Proxy Software Security Software
Microsoft Internet Sharing WinGate Symantec
WinProxy Zone Alarm

Configuring the TCP/IP Settings
Check if your computer uses default TCP/IP Settings
To check the TCP/IP properties:
1. Click the Start button, and then click Run. This opens the Run dialog box.
Type in ncpa.cpl, and then click OK. This opens the Network Connections in your computer.
Right-click LAN, and then select Properties. This opens the Local Area Connection Properties dialog box.

Select Internet Protocol (TCP/IP), and then click Properties. This opens the Internet Protocol (TCP/IP) dialog box.

To close the Internet Protocol (TCP/IP) dialog box, click OK.

2

3

4

5. Select Obtain an IP address automatically.

6

7. To close the Local Area Connection Properties dialog box, click OK.
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Configuring Internet Properties

To set the Internet Properties:

1. Click the Start button, and then click Run. This opens the Run dialog box.
Type in inetcpl.cpl, and then click Ok. This opens the Internet Properties.
Click the Connections Tab.

In Dial-up and Virtual Private Network settings, select Never dial a connection.

[SANEE S

Click Ok the button to close the Internet Properties.

Removing Temporary Internet Files
Temporary Internet files are files from Web sites that are stored in your computer. Delete these files to clean the

cache and remove footprints left by the Web pages you visited.

To remove temporary Internet files:

Click the Start button, and then click Run. This opens the Run dialog box.
Type control, and then click OK. This opens Control Panel.

Double-click Internet Options. This opens Internet Options.

Click Delete Files.

1
2
3
4. Inthe Temporary Internet Files pane, click Delete Cookies.
5
6. To close Internet Properties, click OK.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Installing your Router

The MOF15500-5GXELTE SIM Versioncan be used in many ways including as a 4G/LTE/5G* router or just a regular
Cable/DSL/Satellitehigh speed router including using it with Starlink.

Using a SIM card from your provider direct from provider

1. Insert your SIM card in the SIM card slot on the side of the router and connect all antennas to router.

(Note that when looking down on the router, the sim card should be facing up and the cut on the sim card should go in the
router first and you should feel a click when the sim card is in correct. Note also that only a large sim card (2FF) can be
used so if you have a micro or a nano sim, you need to use the sim card adaptor to make it to the largest size.)

2. Connect the power cable to the router’s power jack and plug it in to the wall socket.

3. Connect your PC to any available Ethernet port using an Ethernet cable or connect via wireless.

(do not use the WAN)

4. At this point, your connection should be connected. If not, you will need to check your settings

- Is the APN correct and is the router reading the sim card fine? To check this, log into the router

Go to Mofi Internal Modem then click on the configuration tab on the left

The carrier ID should show up (that is how you know the router is reading the sim card)

On the bottom of that page, it will show the current access point (APN) that you are using.

You need to confirm the APN is correct that you need to use, if not, then you can select it from the APN list what you need to

use or under country, select custom apn and enter the apn that you want to use then save and reboot.

Using a DSL or Cable Modem or Satellite Modem
If you choose to use a DSL, Cable or Satellite modem you are required to have the following:
= DSL or cable modem or Satellite modem
= Active Internet Account
1. Connect your DSL, Cable or Satellite modem to the router's WAN port using an Ethernet cable.
2. Connect the power cable to the router's power jack and plug it in to the wall socket.

3. Connect your PC to any of available Ethernet port using an Ethernet cable or connect via wireless.

Note: Ensure that the router’s IP address does not conflict with the DSL/Cable/Satellite modem. Please refer to your
modem’s User Manual on how to change the LAN IP address. The default IP on the MOFI5500-5GXeLTE is 192.168.10.1
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Connecting to the Internet VIA 4G/LTE/5G*

Here is a video to help you setup the MOFI router using the wizard:

https:/lyoutu.be/jevcVD5t0G8 (this is for the MOFI4500 but the setup process is very similar to the MOFI5500)

If you have a cable, DSL or Satellite modem that does not need to have a username/password, just connect the
output from the Cable/DSL/Satellite to the WAN port of the router then repower your Cable/DSL/Satellitebox and
you should be online.

To Connect to the Internet via the Web User Interface with a 4G//LTE/5G* connection, you only need to put the sim card in
and the router should auto detect and it should work. If you need to manually enter the info, do the following:
1. Open your Internet web browser.
2. Type http://192.168.10.1 in the address bar and press enter. This opens the login authentication page.
3. Type your Username and Password. Your default Username is root and the password is: admin
Please refrain from saving your username and password if your browser asks you to..

4. Run the wizard on the top right and follow the on screeninstruction

Router ID: E43A6526B24C Firmware: 4.6.2-5500-std

MOFI5500

‘General

AR Welcome to the MOFI5500-5GXeLTE Basic Set Up Area

Active Connections Visit om for help and ials or email suppor om
You can also do a remote update under system on the bottom left
Enjoy the latest in technology with your MOFI routert

Routes

Firewall

System Log Run Setup Wizard (chc
han

If you have a micro or nano sim, you can use the included sim adaptor to make it into a
standard full-size sim.

Turn the router on the bottom and you will see this picture.

Note the gold portion of the sim cardis facing upwards and slot side in first.

Just put your sim over this picture and then move it over and push in side of router.

It will click in if it is inserted the correct way. Here is a video https://youtu.be/7uyswCo__JA

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Wireless

By default, the wireless network name is: MOFINETWORKXXX where the XXXX is the last 4 digits of your router's
MAC address.

If you do not require setting up a WIFI name or a wireless password then you can skip this step.
If you want to change the network name (ESSID) or add a wireless password, please do the following:

You can just run the wizard which will allow you to set this up easily or if you want more control, you can do this by
going to Network -->MofiWifi

NOTE: All the MOFI5500 models are equipped with dual band WIFI which means that your router will broadcast both
2.4GHz and 5.0GHz Wireless connection.

O & = 19216810 @ s W% @ f =

Router ID: E43A6526B24C Firmuare: 4.6.2-5500-std

MOFI5500
Main WiFi 2.4GHz

Status

“This section will configure the main 2.4 Ghz wifito connect to.
Mofi Internal Modem
#1

System Enabled  ON
Network ssip MOFI WIFI 2.4GHz
Router IP/DNS Hide SSID o
Encryption none v

Interfaces

Mofi WiFi

'WiFi Bridge/Repeater

Wireless Main WiFi 5GHz

U e “This section will configure the main & Ghz wifi to connect to

Port Forwarding

Port Filtering
Enabled ON

Captive Portal

SSID MOFI WIFI 5GHz

1PV6 Support

HideSSID (]

DHCP

Encryption  none v

DMz

The most popular encryption is WPA2-PSK. It is recommended to select this and enter the password in
the Password Field (minimum 8 characters)

Click on Save to save the changes
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How to forward ports:

(Note you will need a public IP address in order to do any port forwarding)

MOFI offers a public IP service depending on what you need this for.
By default, most cellular connection does not provide a public IP.
If you need this service then please contact us for a free trial.

O & = 192168101 @ loo% % ® & =
Router ID: E43A6526B24C Firmware: 4.6.2-5500-std -,
MOFI5500 Unsaved Changes:8 ] Wizard | Usage , Logout

Status Port forwarding

Mofi Internal Modem
#1

System

Network If you have a static IP on a device, you should enable a device scan at boot up that is located in Overview -> Connected Devices -> Configure
“This il let the MOFI detect your statc setting automatically as well as add the device automatically to the statc route that s located in Nefwork -> DHCP and then Staic Leases
Router IP/DNS
Interfaces
Mofi WiFi
WiFi Bridge/Repeater

Wireless.

WiFi Blocker

[

Name Select External Source Protocol External port  Internal IP address Internal port
Port Filtering
(optional) Select Wan or VPN Source (make sure if split tunneling that device is in the list (optional)

Captive Portal N

PortFud Celllar/Wan/Repeater v TCP+UDP v 9999 ~Please choose — v 9999 (Deete )

1PV6 Support

DHCP. —

Port Forwarding should be just under Network, Click on Add

For Name, enter whatever you want to call it

Select the Protocol you want to use

Enter the external port that you want to forward to

Usually the internal and external ports would be the same

Select thelP address of the device you want to forward to, Click on "Save"

If you are using a mobile internet connection like a cellular connection, you will probably have a private IP from
your provider.

If you have a private IP, you will not be able to use any port forwarding features.

If you would like a public IP that will work with port forwarding, we offer a service calledMofi Cloud Link. Call us if
you want to get this set up.

There are 2 ways to get around this:

1) You could contact your internet service provider and try to get a public IP address from them. Some

providers do not offer this.

2) We offer a public IP option. To get this, contact us and we can instantly set up your account and you
will be able to get a public IP address and have access remotely to your network. A lot of customers
use this option to use with a video camera system so if this is something you are looking to do, contact
us toll free at 1-888-499-0123 or email sales@mofinetwork.com

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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How o open ports In the router:

Note that normally, you would not have to do this.If you feel you need to, first double check as when you do a port forward, it

should automatically open the ports for you.

These are the default port that are open by default
WEB 80

SSH 22

HTTPS 443

RDP 3389

UDP 68

If you want to be use or open some of the uncommon ports to connect to your DVR or other devices from the outside, below
is the instruction on how to open up ports.

When you do a port forwarding rule, it normally opens the port by default so the below is normally not needed.

Log into the router

Click on Advanced Mode --> Network Tab --> Firewall

Under Rules, click Add

For the Name, put whatever you like to describe it

Source Zone: Leave at WAN/USB

Protocol: Select which one you want or "Any" if you are not sure

Source Address: Leave it default "any”

Destination Address: (this is where you would enter the port you would like to open) example 2100
Action: Leave default at "accept”

Click "Save & Apply" to save the changes

Now the port is open in the router.

To actually use this, you may have to set a port forward rule
The easiest way is to upgrade to version 3.1 or later where has the port forwarding under Network

Click on Network Tab --> Port Forwarding

Click on Add

For Name, enter whatever you want to call it

Select the Protocol you want to use

Enter the external port that you want to forward to

Select thelP address of the device you want to forward to

Click on "Save"
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How to Set a Wireless Bridge/Repeater:

The first thing you need to know ahead of time is the wireless SSID (network name) and password of the device that you
want to connect to if it has a security enable on it.

Note it is case sensitive so make sure you have everything exactly the way it is.

If you are using a hotspot device such as the MiFi units, the wireless password is printed on the inside cover of the unit.
Connect the router to your pc with the Ethernet cable in one of the 4 ports (not the WAN port)

Open up your web browser

Log into the router,
http://192.168.10.1

username: root, password: admin

1. Go to Wifi Bridge/Repeater under Network

O A =@ 192168101 B % W ® &8 =

MOFI5500 Router ID: E43A6526B24C Firmiare: 4,6.2-5500-std R

Repeater 5GHz) Repeater 2.4GHz
Status

moﬁ Internal Modem Wireless Bridge/Repeater Mode

System

Network
Info
Router IP/DNS

This Router'sIP Addressis: 102168101

Interfaces
NOTE: When repeater is enabled, the module cannot be used (we will have a fixin an update Soon) to allow both repeater and module
Mofi WiFi Please note that this router cannot have the same IP address as the router you are trying o oin.
Above is the P address of this router
Ifthe other router has the same IP range as this router, they wil not connectit
WiFi Bridge/Repeater Example: 192.168.10.1 and 192.168.10.2 has the same first 3 part so will not work. If using 2 MOF routers, you can Set 1 router to 192.168.0.1 and the ofher to 192.168.10.1 for example to get tto work
Or 192.168 1.1 and 192.168.10.1 for many more combinations can be used but the first 3 parts cannot be exactly the same
. You can change the IP address on the MOFI router by clicking Network on the side and change the IPv4 Address.
Wireless. If you make a mistake and need to reset router, take all cables out of router at back  Reboot router and wait for booting status light to go solid, then press and hold the reset button down for 2 seconds and release.
After released, the booting status wil start o biink for 1 min and the router would be reset to defautt values
Reboot router again after a default is done by taking the power off and put on again
Note if you are using Repeater. the Network Name should not be the same as the Master Router/Device you are connecting to.
AIso, this repeater router can have same or a different Encryption Type and/or Wireless Password as it does not have to be the same as the master i you do not want it to

WiFi Blocker

Port Forwarding

Port Filtering

Captive Portal

1Pv6 Support Wifi 5GHz Scan
DHCP.
Scanvesult  SSID Channel  MAC Encryption  Select this SSID
oLz Archer C5056 36 b0:4e:26:82:cc0  WPA2PSK/AES  Select me
Static Routes TP-Link 4A51.56 149 Scabe6e84as0 WPA2PSK/AES  Sekect me

Press Here to Scan 5GHz wil
Nian

NOTE: All the MOFI5500 routers are equipped with dual band WIFI. So you need to ensure which band of WIFI are you
trying to form the bridge with (repeater 2.4GHz / repeater 5.0GHz)

2. Under 2.4GHz Scan / 5.0GHz, click on Press Here to Scan 2.4GHz WIFI/ 5.0GHz WIFI and this will populate the list with
the available wireless network around you.

3. Click on “Select Me” for the network that you would like to form the bridge with.

4. Under Wifi 2.4GHz / 5GHz, make sure it is enabled and verify the network name is correct and then enter the WiFi

password of that device.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Wifi 5GHz

Enable
Channel 149

SSID or Network Name of Master Router/Device (It is MOFI Cell
case sensitive)

Wifi Security WPA2-PSK v
© Encryption/Security Type (WPA2-PSK) is recommended

Cipher Force AES v

Wireless Password/Key (Case Sensitive) password for the wifi herd

@ Passwords Must be between 8 and 63
Clone Mac Address
© Use this if you need to make the router's wifi have the same mac as your device
MAC Address of Current Device: ~ €4:03:a8:d1:16:4a (]

5.Under Bridge/Repeater 2.4GHz / 5GHz (this) Router, verify that it is enabled.
This section is for the WiFi name that you want to broadcast from your MOFI5500 router.

Enter the name you want to use (it cannot be the same as any other network around you) and thenenter the password you

want to use. Then click on Save.

Bridge/Repeater 5GHz (this) Router

Repeater Mode Enabled

SSID or Network Name of this Repeater Router repeat_5g

Wifi Security WPA2-PSK v
@ Encryption/Security Type (WPA2-PSK) is recommended

Cipher Force AES v

Wireless Password/Key (Case Sensitive) password for your new wifi &

@ Passwords Must be between 8 and 63

After 30 seconds or so, the router should connect and you will see the internet LED on the router come on.
Itis suggested to power cycle the router at this point.

When the router comes back up, you should see the name in step #5 that you made and you should be able to
connect and have internet

If for some reason you do not have internet, you will need to double check that you have selected the correct
network name and entered the correct wifi password for that network name.
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How to do a Firmware Upgrade:

There are two ways to upgrade the firmware on the MOFI5500 router:

If you have a working internet connection, then you can perform a Remote Update.
You can do this by going to System = Remote Update

O & = 192168101 B 0% % ® 8 =
MOFI5500 Router ID: E43A6526B24C Firmware: 4.6.2-5500-std Unsaved Changes: 8 “\Um&'ﬁ‘hiﬂ)

Status Mofi Network Remote Update

Check for new firm

re versions and perform automatic updates.

Mofi Internal Modem

Update available!
Curr /01/2023 [17:31] (4.6.2-5500-5td )

System are: 03/21/2023 [23:44] ( 46.7-5500-5td )

Internet Speedtests (“start Upgrade )

Factory Default
Admin Password
Backup / Flash Firmware

Remote Management

Remote Update

Reboot

Gather Support Logs

However, if you do not have internet access on the router, you may have to do a manual firmware update.

To do a manual firmware update, please visit www.mofinetwork.com and then go to
Support = Downloads, then click on select MOFI5500 Download

Download the latest firmware and then follow the instructions there on how to update.
NOTE: After you have installed the latest firmware update, you will need to perform a factory default to reset the
router.

If you make a mistake or encounter an error during the firmware upgrade process and the router seems to
benon-functional, look at our section on how to do a MOFI Recovery.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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How to Remote Login into the Router:

Remote Login on the MOFI5500 router is enabled by default and can be accessed on port 80,81 and
8080

Port 8080 is the official port for remote access on the MOFI5500 router.
If you have a public IP address, you will be able to access your router remotely by going to:
http://yourpubliclPaddress:8080

However, if you are using a cellular connection and have not paid or added a public ip option to your
account, you cannot get direct access to the router as the NAT will not let you do this,

If you have a security camera system for example and want to log in directly, you will need to contact
youinternet service provider and get a public IP option or contact us for a public IP option that we offer.
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How to modiiy settings/ports for remote access
to the router:

By default, the router is set to receive on port 80, 81 and 8080
If you want to change this, log into the router and go to Mofi Business > Webserver

O & = 192168101 @ loo% ¢ @ )=
MOFI5500 Router ID: E43A6526B24C Firmware: 4.6.2-5500-std Unsaved Changesia: Wizard = e

Status Webserver

Mofi Internal Modem

System

Network This Section allow the user to change the router's GUI portl!

You can aiso control if outer answers 1o ts Ipv6 address if enabled or 1o block the router outside access using the webserver access.

Bandwidth and Filters

Mofi Business HITP Port - Port 80 (default) i

Port 81 (default) v

IP Passthru Port 8080 (default) v a

Mofi Cloud Link HTTPS Port Port 443 (Default) v &
Webserver ListenonIPvé  ON v
Mofi QoS Webserver access  Allow access from LAN/WAN v

Watchdog System

To change the port, click on the HTTP Port option and select custom and then change it to what you want.
If you want port 90 for example, you would type: 90

If you want to disable access for remote access, just turn remote access off.

If you want to limit remote access to specific IP address, for Remote Access White list, turn it ON

For the Interface, select the current internet connection type you have. By default, WAN port is selected.
Under White list, type the IP address that can have access to the router.

If you want multiple IP, click on the plus icon on the right

Webserver Remote Access

This Section allow the user to block ALL access 1o router EXCEPT for a Static Public IP.

Make sure you have a STATIC Public IP saved in the whitelist before enabling you will be locked out!!

103.25345.215

Current IP:
Remote Access WhiteList ON v
© Make sure your static ip is in the list below!!!
Interface Wan Port (eth1) v
WhiteList @)

© You MUST have a static ip in this box for access - If not you will be locked out of the router!!!

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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FAIL OVER

If you require the highest stability, Fail Over can be a life saver.

This feature is used if you have 2 activate internet connection.

You can specify which connection you want as your main connection and once that connection drops
(or if it is not available), it will jump to the secondary connection and then jump back to the primary
connection when it is available.

To activate fail over, go toMofi Business = Fail Over / Load Balancing
1. Enable by checking box

2. Normally, 99% of customers wants WAN as primary and cellular as secondary so you can select the
default profile. If you want to change, select the option you need.

3. Save & reboot router

MOFIS500 Router ID: E43A6526B24C Firmuare: 4.6.2-5500-std [N 2o ¥ Uscge | Logout

Global Settings) Globals Interfaces Members ~Policies Rules Notification
Status

. Domain Redirects

Mofi Internal Modem :

#1

S Global Settings

Network

Bandwidth and Filters Failover | Load Balancing

Mofi Business

This feature will alow the user to setup a backup connection o failover when one connection goes down/falls
The defaul s to failover from module to

IP Passthru “The first LAN port 1 can be switched to another WAN port f needed (1)

Mol Cloud Link [(1) Multi-WAN/LAN Setup - Link will take you to page to help setup LAN to a WAN

Webserver Enable Failover:

X @ Please only enable Failover OR Load-Balancing

Mofi Qos

Primary Connection: Default WAN Primary failover tc v

Watchdog System

Default WAN Primary failover to Wifi, USB, Internal Module

Failover/Load Balancing Failover: Module <==> WAN
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LOAD BALANCING

If you require the fastest internet possible, the Load Balancing feature will allow you to take two WAN
connections and make them work as one.

To active Load Balancing, go to Mofi Business = Fail Over/Load Balancing
1. Select Load Balancing
2. Enable by checking the box that says Enable Load Balancing

3. Save and reboot the router

With this feature, you will need to have 2 internet connections
(one is the WAN port and the other in port 1)

This feature also includes fail over simultaneously so if one connection fails, the other will still work. If
both connections are working, they will bind together and work as one.
This will ensure the faster connection speeds possible than any single connection connected.

Global Settings

Failover Load Balancing

This feature will allow the user to setup multiple connections to share the load across all of them.
The default is to balance the load between the cellular module and the WAN connection

Enable Load Balancing:

@ Please only enable Failover OR Load-Balancing
WAN Weight: 50% v
Module1 Weight: 50% v

WAN percent: 50%

Estimated bandwidth pecent [
Modulel percent: 50%

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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IP Pass Through

O & & 192168101 8w @ & =

Router ID: E43A6526B24C Firmware: 4.6.2-5500-std -.-
MOFI5500 Unsaved Changes: 8 Wizard , Usage , Logout

Status IP PASSTHROUGH

Mofi Internal
Modem #1

System

This feature takes the ISP assigned IP which allows to directly see and use the same IP that was assigned.
Network Only ONE LAN device can be attached to the router to receive this IP address. Wifi is Disabled!l

. When Enabled please REBOOT router and wait up to 5 mins for router to come back up.
Bandwidth and
Filters

Please set Device MTUto: 428

Mofi Business

Enabled

IP Passthru Cisco Device [

Mofi Cloud Link Carrier Netmask
Webserver Primary Connection Built-IN MOFI Modem #1 v

Mofi QoS Static IP Mode (default is DHCP) ~ Dhcp v

With IP Pass Through, this feature will make your router to work as a modem.
Only 1 device can be connected via Ethernet Port 1.

This feature will prevent 2 routers from conflicting each other.

To enable IP Pass-through, check the box that says Enabled and then save and reboot the router.
Normally you would never need to change any of the default settings here.

When IP Pass Through is on, your WiFi will automatically be disabled.

If you are connected to a device, all ports will be sent to this.
This feature will pass everything over to the device connected.

If you connect a different device, you will have to reboot the router for this to be active.

If you need access back to the router after it is in IP Pass-through Mode, go to http:/192.168.10.1:8080
or if you have a public IP Address, http://yourpubliclP:8080

Note that by default, most cellular connection provides a private IP address and as such, port
forwarding will not work.

If you require a public IP address, contact us about this option.

If you make a mistake and can’t back in the router, you can do a reset by holding the reset button at the
back for 10 seconds and then release after the router is booted up.
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MO RECOVERY

How to recover router from wrong file update or other problem
This MOFI utility will restore your MOFI MOFI5500-5GXeLTE router back to working mode.

It will only work on any operating system like Windows, MAC, Linux

Here is a video on how do this:
https://youtu.be/-OaSku6 VSPk

On the MOFI5500-5GXeLTE model, it has two types of recovery.

The first step will not require recovery file but this recovery does not work if the directory
gets deleted

To try, simply follow these steps:

Step 1: Take the power off the router
Step 2. Hold the reset button down at the back of the router
Step 3: Power on the router and keep holding the reset button.

Hold about 20 seconds until you see both blue LED come on, then release.

The router will reboot. Wait about 2 mins and then you can connect via wifi to the MOFI
Recovery WiFiand log into the router

http://192.168.10.1then you can install the latest firmware.

If this step does not work, then you will need to do the boot recovery where you will need
to connect the router with an Ethernet Port.
You will need to download the recovery firmware.

To do a boot recovery, follow these steps:
Step 1: Set router is recovery mode

Connect the router to your pc with an Ethernet cable to port 1 at the back of the router.
Unplug the router and press and hold the reset button on the back of the router.

Plug back in power in router and after 15 seconds until you see only 1 blue LED,thenrelease
the reset button.

Step 2: Set your network connection to static ip address: 192.168.10.7
To set your static ip address, you can do this:

Go to control panel --> network connection or network and internet
=>» Network and sharing center
=>» click on change adaptor settings or network connections
=>» right click on local area connections and then select properties
=>» click on Internet Protocol TCP IP V4 so it turns blue

click on properties and enter the below:

IP: 192.168.10.7

subnet: 255.255.255.0

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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default gateway: 192.168.10.1
Then go out and save

Step 3: Mofi Recovery Interface

Open your web browser to

http://192.168.10.1/index.html

Browse to the file you want to recover to and open and run

Will take approx 4 mins for router to complete.

You will see the power/booting status light go off and flash and then go back solid

Step 4: Set back your network cable to automatic

To set your network card back to automatic, you can do this:

Go to control panel --> network connection or network and internet

then network and sharing center

then click on change adaptor settings or network connections

under network connections, right click on local area connections and then select properties
click on Internet Protocol TCP IP V4 so it turns blue

click on properties and select “Obtain an IP address automatically”

Also, make sure the DNS is set to “Obtain DNS server address automatically

& Network Connections L - d

4 & » Control Panel » Network and Internet » Network Connections v O Search Network

Ormanize = ConnectTo  Micshiathic nehunsb devics__Di=gnose this connection  Rename this connection  View status of this connection  Change settings of this connection =~ O @

e
Wi-Fi Properties

Networking

e
| Internet Protocol Version 4 (TCP/IPv4) Properties 2 n
General | Alternate Configuration

T || You can get [P settings assigned automatically if your network supports
|| this capabiity. Otherwise, you ned to ask your network adminstrator
for the appropriate IP settings.

) Use the following IP address:

(®) Obtain DS server address automatically

) Use the following DNNS server acidresses:

Adyanced...

B e eI & - EJTEIEIEYL = S

Step 5: Log into the router

Now, you will be able to log back in the router.
To log in router, go to http://192.168.10.1
username: root

password: admin

Once you are in, you can now load the latest firmware to bring the router to the latest
version.

Page 260f 45
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MOFI REMOTE MANAGEMENT

How to Enable Remote Management

With your MOF I router, you have the ability to access your router status and make various changes if
need all from an online interface on our server. To use this feature, you will need to enable this option
that is located in:

Basic Mode --> System --> Remote Management

The way this works is the router will contact the server every 4 mins and check to see if there are any
changes needed. If there is, it will take and apply them.

This remote management feature will work on both a public and private IP address and no need for any
special IP settings for this to work.

For customers that want to have all their routers show up under one account so it can easily be
managed, contact us for how you can do this.

MOFIS500 Router ID: E43A6526B24C Firmare: 4.6.2-5500-std [T—y—ry ) () (o

Status Remote Management  open remote Management Dashboard
Mofi Internal Modem

Routerlp;  E43A6526824C

System

Internet Speedtests.
INFORMATION

Factory Default

Admin Password

= How {0 Access the Remote Management Dashboard ***

Backup / Flash Fimware 1 Fress Sy panchidth ifon 0 Sy ine bancwah usage of he router wih th vale fom server side

Remote Management 2. Enter a VALID Email Address for Recovery.
3. Click on Enable Remote Management.
4. Press Save to complete the process.
back.(reload

Remote Update 5. Navigate offthe page and come back (reload)
6. The server will return a Username and a Password to access your router online.

Reboot Server is located at: https://manage.mofimanage.com or Use the Bution above called "Open Remote Management Dashboard”
NOTE: Please make a note of the returne d (unless you change it inside the portal)
since if you factory-defaultireset the rou nable the remote management portal wil stil be the original password.
Please contact suppori@mofinetwork. com to reset your password and provide router id and the recovery email to confirm

Gather Support Logs

Misc Settings

System

Scheduled Reboot
Sync bandwidth Sync BW With Server Before Enabing Remote

Module Reset ieredl (Fi .
Account Status: | Not Registered! (First Run?)

ACS Started:

Internal Module #1 Flasher Enable: [

1. Press Sync bandwidth button to sync the Band\j\)‘ldtcﬁ‘hsage of the router with the value from server
side

2. Enter a VALID Email Address for Recovery.

3. Click on Enable Remote Management.

4. Press Save to complete the process.

5. Navigate off the page and come back. (reload)

6. The server will return a Username and a Password to access your router online.

Server is located at: https://manage.mofimanage.com or Use the Button above called "Open Remote
Management Dashboard"

NOTE: Please make a note of the returned password (unless you change it inside the portal) since if
you factory-default/reset the router and re-enable the remote management portal will still be the original
password.

Please contact support@mofinetwork.com to reset your password and provide router id and the
recovery email to confirm.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Please REBOOT/UNPLUG the router after everything has been setup to allow the router to provision.

The router will automatically upload its info to the server on reboot.

Once you visit https://manage.mofimanage.com or Use the Button above called "Open Remote
Management Dashboard" you can log in using the username (MAC address of your router) and the
password that was displayed above.

mofimanage.com/?

g

Login

Username
Password

Login

Forgot Password?

Once you are logged in, you will see an interface similar to the one below:

E43A8526B24C Log out

Cmer)

o

S

\ Overview Devices Faults
Listing devices
Filter

Hostname ~ Description Software version MAC P SSID APN Phone imei lecid -~ Camier  Model Last inform
C MOFI5500 £  None # 452sid 3E67C807D283 MOFI2.4GHz &£ ank & 352175380126840 2 ERRORA  Sierra EM7600 2/18/2023, 33847 AM O Others  Show

Reboot Reset Delete Tag Untag

ID: This show your ID for your router that is internet to MOFI NETWORK

User: This is your MAC Address on your router

Version: This is the firmware version that is being used on your router

Model: This is the model router you are using

Serial: This is your MAC Address

Connected VIA: This will show how you are connected, WAN or 4G/LTE

IP Address: Your public IP address you are assigned. Note that your internal IP address assigned by
the provider might be different since be default, most providers provide a private IP address

Last Seen: This is the last time the server has seen your router

Edit: In this section, once you click on that, you will have the option to change your password on the
server. Default is admin

Router/Wifi Password: You can change both your Router Admin password and/or your Wifi password in
this section

WifiSSID: Section to change the network name on your router
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Wifi Status: Section to turn wifi on and off.

Show Remote Gui: Section to allow or disable the option to turn on/off remote management after it has
been enabled. You sometimes might not want to have the ability to disable the remote management by
the user and this is how you can do this.

Bandwidth: Ability to turn on and off bandwidth monitoring

Once bandwidth is hit, you will still be able to access the router via this management interface but not
will have no internet.

Firmware Operation: Ability to push a firmware update to the router

Factory Default: Ability to do a factory default on the router

Reboot: Ability to reboot router

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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MOFI (LOUD LINK

STATIC DEDICATED PUBLIC IP SERVICE
Do you need a public IP address or do you know what it is?
You are given what is referred to as a Private IP address by 99% of all providers.

With a private IP address, you cannot do any port forwarding. If you have a device that needs to
forward a port like a camera system, you will need to get a public IP address.

There is a misunderstanding regarding whether or not you have a public IP.

Note every internet service needs a public IP to browse the web but that does not mean you have a
public IP. There is a way to check which IP address your service provider assigned you.

To see what IP address you are getting you could log into the router and then click on Check Internet
Status.

(((( iM/ﬂ%gng )))/ i

Welcome to the MOFI5500-5GXeLTE Basic Set Up Area

Visit www.mofinetwork.com for help and videos/tutorials or email support@mofinetwork.com
You can also do a remote update under system on the bottom left
Enjoy the latest in technolegy with your MOF| router!!!

RN Setup Wizard (click here to setup wifi secyfity)
Change Language

55 103.151.11.196
[IPV6 Disabled]
IPV6 Disabled
,,,,, p//[IPVE_ADDRESS]
MODULE #1 Status
16.58.202.65

V6 Disabled]

IPV6 Disabled

s) hitp://[IPVE_ADDRESS]

ter D E43A6526D26C

If both IP’s are the same, then you have a public IP.
The MOFI CLOUD would make a great solution.
The MOFI CLOUD will give you a dedicated static public IP address.

This implies that your IP address will not change and it won't be shared with anyone. Even if the
provider has closed some ports, it'll always have all of its ports open.

A wonderful benefit of the MOFI CLOUD is it does not matter what connection or provider you use, you
will always have the same IP.

If you have a cellular connection and decide to change your provider, it would not matter. Your IP
address will not change.
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To sign up for the MOFI Cloud Link, contact us and we will set you up with a 7 days free trial
By phone 1-888-499-0123 or email: sales@mofinetwork.com
Instructions on how to set this up

e Loginto the router
e (o to Business then Mofi Cloud

MOFI5500 P RS T a0 GUBREEREN Wiao | Usage | Logout

Global options
Status

Mofi Internal
Modem #1 NOTE

System

Services
Network Server VPN Servers

Bandwidth and location === PLEASE SELECT A DATA
Filters o |

Business Enable CloudLink
1P Passthru Usermame:
Mofi Cloud Link Password: T

Webserver

Mafi QoS

Watchdog System

SSH (Remote Access):  OFF
fbneto Baenon ROUTER GUI (Remote Access) ON
VPN Services Advanced Settings:
L
Tunnel Mode Split Made - Only MAC Addres: «

o Check the box to Enable CloudLink

« Select the location that your account is on (you should find this information in the email that we
sent you)

« Click Browse and then select the .conf file that is attached in your email.

« Then hit save and reboot the router

Once the router is up you should have your public IP address assigned and you will be able to access
your router from anywhere.

Preparing your device for port forwarding:

If you would like to add a device like a video camera recorder (DVR) or any other device to get this
public IP address and be able to access those devices remotely, then you will have to add those
devices under the MOFI Cloudlink section.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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e List of Devices that will use the VPN in Split Mode

Mofi Internal 5 " -
[’ MAC-A 1Pva-A
Modem #1 abel ress ress

-- Please choose - v - Please choose -- v Jelote

System

Services
Network

Bandwidth and

Filters

VPN Status
Business

1P Passthru VPN Status

Disconnected/Disabled
Mofi Cloud Link

Webserver
Mofi QoS
Watchdog System

Failover/Load Balancing

« Going back to the MOFI Cloud section, there is an option to add your device that you want to
use with the public IP address. You can add as many devices that you require.

o Add the MAC address and the IPv4 Address associated with that device.

« Hitsave and the change will take effect immediately

Static Lease:

For some customers, you might want to make a static IP router (this is not needed normally). In order to
do that:

e Loginto the router

e Go to Network and then DHCP

« Scroll to the bottom and under Static Lease, click on Add

o Enter a name to identify your device and select the MAC address for it and set the |P address
that you want it to use

« Hit Save once you are done and then reboot the router

Port Forwarding:

Once you have the MOFI Cloud Link up and running, then follow the steps below to forward the ports
that you need:

e Loginto the router
e Go to Network and then Port Forwarding
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Status Port forwarding

Mofi Internal
Modem #1

System

Services If you have a static [P on a device, you should enable a device scan at boot up hat i localed in Overview -> Connected Devices > Config
Tivs wil ot o MOF! dotoct your stac soting automaticall s woll 2 add e dawice automabealy fo I sate outa tat f locatad n Natwork -» DHCP and then Static Leasos

Network
Router IP/DNS
Interfaces
Mofi WiFi
Wireless
WiFi Bridge/Repealer
WiFi Blocker
Name Select External Source Protocol External port  Internal IP address Internal port

Port Filtering
(optional)  Select Wan or VPN Source (make sure if split tunneling that device is in the list (optional)

Captive Portal
PortFwd G epeater TCPUDP v 8999 Please choose — v 0

Port Forwarding

Switch

e You will have to use CloudLink/VPN instead of WAN for the External Source

o Select the Internal IP address of the device that you are trying to forward the port to
e Type in your desired ports for the external/internet port.

e Then hit save and then reboot the router.

That should complete the port forwarding process.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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BAND LOCK

Manually Setting LTE Band

An LTE band is the frequencies that the provider is using.
Here are some potential bands for various providers.

If using the MOF15500-5GXeLTE

AT&T: B2, B4, B5, B12/B17, B14, B30, B66
T-Mobile: B2, B4, B5, B12/B17, B66, B71
Verizon: B2, B4, B5, B13, B66

To do a selective band lock, follow the steps below:

« Firstlog into the router by visiting 192.168.10.1 on your browser
o From the list on the left click on Network and then go to Selective Band Lock

Status Selective Bandlock for Module 1

Mofi Internal
Modem #1

Configuration

= NOTE Modem Defaull of ALL BANDS is All LTE Bands + All WCDMA Bands, Alter Selection Please Press Save below on the right
Internet SpeedTest

Internet SpeedTest (FAST)

Selective BandLock

Speed Band Lock

signal Strength/Status
Advanced Signal Strength/Statul LTE Bands: Al
SMS Messages WCDMA Bands: Al

Diag/Troubleshooting 5G Non-Standalone/Standalone Bands: All

System

Services

Network

Bandwidth and @ Resat )

o Atthis point from the drop down menu of the LTE bands, select Custom.

« You might have all the LTE bands checked (you might see a blue check mark beside each LTE
band name).

o The next thing you should do is click on the button that says Clear All LTE Bands
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Band 25
Status Band 26
Mofi Internal Band .28
Modem #1 Band 29
Band 30
Configuration gand 32
/|
Internet SpeedTest @ Band 34
Band 38
Intemet SpeedTest (FAST) Band 39
Selective BandLock Band 40
Band 41
Speed Band Lock Band 42
v/
Signal Strength/Status % Band 46
Band 48
Advanced Signal Strength/Statuy
LTE Band(s) (FILTER #2): Band 66
SMS Messages Band 71
Diag/Troubleshooting
System
Services
Network WCDMA Bands: All v
Bandwidth and 5G Non-Standalone/Standalone Bands: All A

o Now you will need to check only the bands that you want the router to lock on to. For example if
you have AT&T and perhaps Band 4 and Band 66 is better in your area. So you would check
the boxes for Band 4 and Band 66 and then hit Save on the bottom right hand corner.

« Allow the router a minute or two for the change to take effect. Once it is done, your router
should be locked on to the bands that you have specifically selected.

NOTE: Selective Band Lock is effective in situations where a particular band might be
slowing the speed of your connection after the speed band lock. So with selective band lock
you will have the ability to add or remove a certain band and then finally lock on to the bands
that might perform best in your area.

Speed Band Lock

« Firstlog into the router by visiting 192.168.10.1 on your browser
e From the list on the left Click on MOFI Internal Modem and then Speed Band Lock

Status Band and Bandwidth Scanner

Mofi Internal
Modem #1

sand and Bandwidth Scanner

Configuration Band and Bandwidth Scanner

Will scan the LTE bands of the current selected provider you are on.
Intemnet SpeedTesi) This scan will show the signal strength of the band currently available as well as the speed
Note this does not al
Recommended to do @ band lock on the available band and then run a speed test on each
Intemet SpeedTe Then keep 1\J‘n band locked to the one that works best
NOTE- The speed fisted in the result = Sl

ean that the better signal band has the fastest speeds
er 1

Selective Bandl Select Internet Provider: None Selected v Select Module: Moduled v Select Number of Tests: 2+ Include 5G in Lock: Yes v

Lock to band on finish: 3 bands with highest speed (RECOMMENDED) v

Speed Band Lock

Signal Strength/Status

Advanced Signal Strength/Statul

o Please select your Internet service provider from the list (AT&T/T-Mobile/Verizon etc),

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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« Start Scan. Note: this process will take about 10-15 minutes and the router will go through all
the available bands in your area and then finally lock on to the best bands for your carrier.

e Once the process is done, you can view the results of the band lock under Bandwidth Test
Status.

EXCEPTIONS:
 If you have a EM9191 or RM502, then you might want to set Include 5G in Lock to Yes.
 If you have a EM7411 dual SIM router then you will need to do a speed band lock in the
respective module. So to perform speed band locks on SIM slot # 2, you will need to go under
MOFI Internal Modem # 2 and then perform Speed band lock and hence during that time for
Module, you will need to select Module 2.

NOTE: In some cases, one slow band might be slowing down all the speeds in the router. For example,
after speed band lock the router locked on to Band 2, 4 and 12.

However, from the bandwidth test status you can see that Band 2 has a download speed of about
50mbps, Band 4 has 70mbps but Band 12 has only about 2mbps download.

In that case you might want to uncheck Band 12 or the whole speed of the connection might suffer. In
order to do that you will have to do a Selective Band Lock

(please see our Selective Band Lock page for further instruction)
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BANDWIDTH MONITORING

If you would like to monitor your internet usage on the MOFI5500 router, please follow the steps below:

1. Log into the router

2. You will need set the day of reset for your data monitoring. From the list on the left, go
to Bandwidth and Filters

3. Now go to Internet Usage Set Date

O & 2 19216810 - 5 G =

MOFI5500 Router ID: E43A6526B24C Firmuiare: 4.6.2-5500-std po—

Status Internet Usage
Mofi Internal Modem

Reset bandwidth database
System

~~~~~ NOTE: Set the new reset date wil reset allcurrent usage bandwidi database
Network

Bandwidth and Filters

Internet Usage

Internet Usage Set Date

Bandwidth Monitoring

Day of Reset: 1 v

Speed Limiter @ the counters will be reset on this day next month
Speed Limiter by MAC

Wifi Schedule

Block By MAC (MAC Filtering)

4. Select the date of reset. This is usually the date from when you want to begin your data

usage monitoring. It is wise to select the date when your billing cycle begins.

Save and then reboot the router

6. Once the router is up, make sure your computer is connected to the MOFI5500 router
and then on your browser just type in usage/ and this will view your monthly data
usage.

O & usage/cgi-bin/luci/overview

o

CmeF)

NETWORK

MOFI5500-5GXeLTE

Internet Usage

Internal Module #1 ( Enabled )

Data Allowance: 0B
Data Limit: Not Limited
Data Status Not Blocked
Download: 5396.48 MB
Upload: 4730.88 MB
Total: 10127.36 MB
Billing Reset Date: 1

Data Allowance: 0B
Data Limit: Not Limited
Data Status Not Blocked
Download: 0.045898 MB
Upload: 23041 MB
Total: 230.46 MB

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Bandwidth - USER LIMITS

First make sure the Bandwidth Monitor is enabled. To do that go to Bandwidth and Filters and then
Bandwidth Monitor and then make sure that the Enabled box is checked.

If you are looking to set a limit of data use to an individual device, you would enable the User Limits

Enable the User Limits by clicking on the check box

Network User Limits
Bandwidth and Filters
Internet Usage Enabled

Internet Usage Set Date Policy Allow All v

Mofi Family Shield Auto Limit
f idith reshold. Ut from User Bandwidth table will override this
Bandwidth Monitoring
Speed Limiter
Speed Limiter by MAC
Wifi Schedule User Bandwidth Configuration
Block By MAC (MAC Filtering) Hostname MAC-Address Bandwidth Limit BandWidth Limit Size Action Throttle Up (Kbps) Throttle Down (Kbps) Reset? Status
Mofi Adblock - Please choose - v Kilobytes (KB) v autolinv 1000 1000 Reset  unknown ( Dekte )
of Deke
Website Blocker 00:0b:82:92:al:a€ 00:0b:82:92:al:a6 (192.1€ v Kilobytes (KB) v autolinv 1000 1000 Reset  unknown ( Deete

Mofi Business

VPN Services

Click on Add and add the device you want to set the limit for.
Note you will need to know the MAC address of the device that you want to set the limit. You can also
see the IP address that the MAC is associated to.

Set the Limit you want, then save and reboot router.
When the user hits this limit, they will not have any access to use more data.

You have the ability to override this by checking the Unblock Option if you need to as well as see if the
limit has been ready by looking as the status as the image is shown above.
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TROUBLESHOOTING

Here are some basic troubleshooting steps:

Here is a video to look at also
https://www.youtube.com/watch?v=KPgpnsHaPAQ

For most customers, the first step in trouble shooting is to do a module reset then a
factory default.

Log into router
http://192.168.10.1
username: root
password: admin

NETWORK

mer)

MOFI5500-5GXelLTE

Authorization Required

root
admin

after you log in

go to mofi internal modem

then on the bottom, click the button to reset the module
this will reset the module and reboot the router

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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O & & 19216810 B % 1 ® 8 =
AutoMss [
vorsson [ o
@ set 1o -1 to use default MSS
Ive O
Status
POPType  IPv4 Only v
Mofi Internal Modem
Reconnection Time (min): 1 min v
© Please REBOOT router after saving value
Web check [
@ Checks website for intemet access
Router State Monitoring [
© Checks Critial Router Settings Every Hour
Service Mode LTE only
Phone Number: 8801780235675
IMEI: 352175380126940
Serial Number: 8X1133033804A1
SIM ID: 8988039415096723781
CARRIERID: 470039
Current apN;  9pintemet
Network
Bandwidth and Filters Reset Module -
Mofi Business
VPN Services
Services Reset

once that is done

close your internet browser

make sure you are connect back to the MOFI wifi or via Ethernet cable
then log back in

once you are in
go to system then factory default
then perform reset

O & = 192168101 0% %

MOFI5500 Router ID: E43A6526B24C Firmware: 4.6.2-5500-std Y ... | Uscoe | L]

Status Factory Default - Will reset router back to default settings

Mofi Internal Modem

System

Factory Default

Internet Sy

Reset to defaults: ~ (_ Perform reset

Factory Default

this will reset and reboot router

if you can't get into the router, you can reset it manually by power off then on the
router

when the power led is solid

then press and hold the reset button down for 10 seconds and then release

after a few seconds, you will see power LED start to flash and then go solid after
about 1-2 mins

if you see this, then the router should be reset.

once router is back up
the internet should work, if not, close your internet browser

make sure you are connect back to the MOFI wifi or via Ethernet cable
then log back in
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Go to Mofi Internal Modem then click on the Configuration Tab

What does it say for the carrier ID?

By seeing the carrier ID, you know that the SIM card is being read fine.
What does it say for the phone number?

If the sim card is activated, a phone number should show up there

If this is still not working,

You should contact your provider and verify what APN (access point name) that you
need use.

Once you know what APN you need to use, log into the router and go to mofiinternal
modem

Then click on country and select custom apn

Then enter the apn you need to use, Then save

After it is saved, reboot the router

If this is still not working, ensure that you have all 4 antennas on and you are
getting a proper signal.

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model
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Block By Mac (Mac Filiering)

Mac Filtering will allow you to block all the devices for certain period of time. Only the devices which are
white listed, will be able to access the internet through the MOF15500 router. This could be a great way
to restrict your kids from playing games late night or for something similar.

In order to enable Mac Filtering you will need to log into the router and follow the steps below:

1. Go to Bandwidth and Filters and then Block by Mac (Mac Filtering)

MOFIS500 Router ID: E43A6526B24C Firmuare: 4.6.2-5500-std Ui chinge = N ... ¥ uscge | Logout

Schedulé) View Logfile

Status

Motipisnalfioden Block By MAC (MAC Filtering)

System
Network .
Global Settings
Bandwidth and Filters
Local Time ~ Wed Apr 26 16:26:21 2023 (_sync weh browser )
Internet Usage
Timezone  America/Toronto v
..... NOTE
Suggest to Add your MAC Addresses in the White List of what you want to keep working like your cell phone, &

ing b

You can enter the time you ould IKe i Gevies biocked and i Gevices hal o6 1 the Wil Listwil e be able o nypass e sosriton,

e For example, you may wani o st ih ime o he ocked devices fom 10PM (22.00) 0 6AM every Sunday o Thursday
SRdRICUINCIoRag) n from 10:01PM to 5:50AM Sunday to Thursday automatically

Theles great way to control interet access Cior your s during specific time and day

Sy You can add multple profiles if you want o for example add more blocks by indvidual imes for diferent days.
NOTE: Please tur off any random mac address fealue on [phone and Windows 10/11 that randomizes your mac address.
Spe r Tne reason you o afulock andad  mac adsfess nhe v s onynose i e e s can gt acces durng e lck mes
mized and changes, i il not be inthe white st 50 Woud get bocked.
Wifi Schedule
Block By MAC (MAC Filterin
Y MAC 9 Enable MAC filtering [

Mofi Adblock

2. Click on Sync with browser and make sure the time matches exactly with the time of

place that you are in.

Check the box that says Enable Mac Filtering

4. Also check the Enable box under Schedule Time Slots and you can customize the time
when you want to block the internet access for certain devices

5. You can also set rules for certain days of a week and then name that time slot

w

Status Schedule Time Slots ( Current Active Block is: None )

Mofi Internal Modem

# Delete

System

BLOCK _TIME_DEFAULT

Network - -

Enable:

Bandwidth and Filters

Day(s) of Week: Monday & Tuesday B Wednesday & Thursday & Friday [J Saturday [J Sunday

Internet Usage Start T 22:00
tart Time: - M

Internet Usage Set Date
% End Time: ~ 05:00 v

Mofi Family Shield

(ekte
Bandwidth Monitoring

Speed Limiter WEEKEND

Speed Limiter by MAC
P Enable:

Wifi Scheduls
ifi Schedule Day(s) of Week: () Monday [J Tuesday [ Wednesday [J Thursday (] Friday & Saturday & Sunday

Block By MAC (MAC Filtering) Start Time:  16:00 v
Mofi Adblock End Time:  21:00 v

WebsSite Blocker
Enter Name of New Time Slot: Add )
Mofi Business

VPN Services




User Manual v1.0

6. Now you could add the devices that you would want to allow using internet during the
blocked period under White List Mac Address

Speed Limiter

White List MAC Address

Speed Limiter by MAC

wiischeaule  [EEENERCEYSS

You can add the MAC address here of the devices you do not want o get biocked
You should add your MAC address of your PC/Phone first before enabiing the block.

Block By MAC (MAC Filtering)

Mofi Adblock MAC Addresses:  00:00:00:00:00:00 (34.160.111v 2

WebsSite Blocker

7. Save and reboot the router

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model




User Manual v1.0

Regulatory Compliance Notices

FCC Notice

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15, 22 and 24 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to

try to correct the interference by one or more of the following measures:
Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
Consult the dealer or an experienced radio or television technician for help.
Modifications

The FCC requires the user to be notified that any changes or modifications made to
this device that are not expressly approved by MoFiNetwork could void the user’s

authority to operate the equipment.
This device complies with Part 15 of the FCC rules.

This device complies with Part 15 of the FCC rules. Operation is subject to the

following two conditions:
This device may not cause harmful interference, and

This device must accept any interference received, including interference that may

cause undesired operation.

Exposure Information to Radio Frequency Energy

Page 440f 45
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This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with

minimum distance of 20 cm between the radiator and your body.

European Regulations

The product has been designed, tested and manufactured according to the European
R&TTE directive 1999/5/EC.

g0,

*Note to get 5G cellular, you will need the MOFI5500-5GXeLTE-EM9191 model




